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SECURITY INCLUDES: 
eg., FUNCTION, 
FIELD, 

DATAACCESS, 
etc. 



EXECUTING APPLICATION K 
RECEIVES INPUT FROM USER ^-202 



IN RESPONSE TO INPUT 
APPLICATION INITIATES A 
FUNCTION OR SUB-FUNCTION 



APPLICATION QUERIES ASDS 
REGARDING REQUESTED 
FUNCTION AND REQUESTING USER 



ASDS CONSULTS DATABASE 



ASDS PROVIDES PERMISSION TO 
APPLICATION OR LOGS THE 
FAILED ATTEMPT 



APPLICATION PERFORMS FUNCTION 
BASED ON RESPONSE FROM ASDS 



-204 



-206 



-208 



-210 



-212 



FIG. 2 
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|fi3 Security Administration - Applications 



304 



Application. | Advanced Trade/Order Mgmt System 
Application 



>-<> Adv anced Trade/Ord er Mgmt 
B-- l s3 [Admin Requast| 



=9 Confirm Canccl(Ccx) 
•=Q Price Chack (Pck) 
Quote & Size (Qs) 
■«=0 Quote & Size Browse (Qsb) 
-^O Report Status (Rs) 
■*=3 Wire Miscellaneous (Wire) 

Admin Response 
-=3 Nothing Done (Ntri) 
-- <=Q Price Check Response (Per) 
*=3 Quote 4 Size Response (Qsr) 
"O Working Order (Wrk) 
*0 You Are Out (Out) 
■*=Q You Are Stopped/Guaranteed (Gur) 
ft-O Equity Order Entry 
' Blank (Blk) 

Complex Order Entry (Coe) 
- j O Equity Order Entry (Equ) 
-O Non Interactive Blank (Nib) 



Application: 
Sub-Sub-Function: 



| Advanced Trade/Ord 


erMgmtSysl |ATOM | 


| Admin Request 


| | ADMINREQUEST | 


1 1 1 1 


1 II 1 



Access Settings | Extended St 
Authorlzalic 



ttlngs ] Environments | 



Update. 
Delete: 



H3 



IM3 



Expiration Date. 1 12/31/9999 



ZM3 



|AII Administrator Le 
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FIG. 3 
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|B3 Security Administration - Applications by Role / / l=lSl 1^1 


Correspondent. 1 028- Royal Alliance Associates Inc l^l Kole - I Branch Manager |^| 






n Demand 

5 On Domand Reporl 
""0 Acm 1 90D0 Ac! 
— g] Cs(460MOSta 
— g) Csf461M0 Sla 
™g] Csf462M0 Sla 
—fx) Csf463M0Sla 
—fx] Csf464M0Sta 
— g) Csf465MOSta 
-{x) Csf466MOSta 
— g] CsI467M0Sta 
-g) Csf468M0Sta 
—fx] Csf469MOSta 
-fx] Csf470M0Sta 
— g) Csf471M0Sta 
-fx] Csf472M0Sta 
—fx] Csf473M0 Sta 
—fxl Csf474M0Sta 


m Bank Activity 
ements 

ements 




Application: | on Demand I 
Function: | On Demand Reports | 
Sub-Function. | Csf475MO Statements | 
Sub-Sub-Function: | j 


Access Settings f environments ] 


Authorization- |Enabled |f| siaius. |Active M 
Add: | Not Applicable |~| LHeclive Date: 1 04,02/2000 r^H'l 
Updalo. | Not Applicable \v\ txpiralion Date: | , 2/31/9999 | 
Delete: | Not Applicable |H 
Print: | Not Applicable |»j 


-g, |Cs,475M0S,a, e men 1 s| 
-fx] Csf476M0 Statements 


Copy. | Not Applicable |AII Administrator Levels |^| 


| Holds | | Enable Group | | Save | | Beset | 





FIG. 5 
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|Cj Secured Fields 



□BlIEll 



/T Application: 
I Function: 



Equity Option Order Entry Retail Equity 
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I f 1 

Field Name 


Field Code 


Type of Field 


Authorization 






1 


Alternate Terminal 


ALT-TERMINAL 


Updatable 




Disabled 




Not Applicable 




- 2 


Exchange Override 


EXCHANGE-OVERRIDE 


Updatable 




Enabled 




Not Applicable 




3 


Mark Up/Down 


MARK-UP-DOWN 


Updatable 




Enabled 




Not Applicable 




4 


Price Discretion 


PRICE-DISCRETION 


Updatable 




Invisible 




Not Applicable 




5 




SEQ-NUMBER 


Updatable 




Enabled 




Not Applicable 








JLl I ^ 



1 c 



] H^H 



FIG. 6 
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Security Administration - Correspondent Roles 
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Correspondent. I 4EO - Lebeni 



702 



Branch Manager 
Compliance Associate 
Operations Manager 
Security Administrator 
Trading Desk Associate 
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/ 
712 



=¥ 
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Add Role | | Edit Rola | | Qelete Role~| j RoleErol 



User Id 



P4EDAACE Alexis 
P4EDABUS Ann 
P4EDACAS Amy 
P4EDALEB A. 
P4EOALEV User Not 
P4EOAMON Andrew 
P4EDANEW A. 
P4EDATAY Ayoluwa 
P4EDAWEE 
P4EDBMUR 
P4EDBPEP 
P4EDCALP 
P4EDCHFU 
P4EDCOFF 
P4EDDBRY 
P4EDDBUC 
P4EODCOR 
PAEDDGAL 



Acevedo 
Bushnell 

Lebenthal 



1 | Prod | HAT | Dev" * 



User Not On F 

Courtney Alperin 

Christopher Fu 

Company Office Browse 

D. Brydie 

D. Buckley 

D. Corrigan 

D. Galle 
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FIG. 7 



Security Administration - Roles^ 



ack Office Associate 

ranch Manager 
Broker With Order Entry 
Compliance Associate 
Custody Associate 
Custody Supervisor 



^rder Approver - Equities « Options 
Order Approver - Mutual Funds 
Paradigm Correspondent Rollout 



| Add Role ~j | EeleteRola~] | Edit R( 



Pershing 

Uvest Investment Services Inc 
Sands Brothers & Co Ltd 
Ryan Beck & Company 
Vanguard Brokerage Services 
Walnut Street Securities Inc 
Wiley Bros A Division Of Wiley 



Loidlaw Global 



nt Servi 
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FIG. 8 
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|S) Security Administration - User Data A 



T - | 001 - DLJ In' 



nt Services Group ' \v\ User. | p 20 iAMAR - A. Marwede 
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FIG. 9 




FIG. 10 
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|fi) Security Administralion - User Setup 



|PERS- Perching |TSOJPER "| pi] 



□ 



Creation Dais: 



Expiration Date. 



IEH3 



J 



istofUsore | UsorRolea | Environments | Other Settings | 



| Prod | UAT | Dev | Status | Eff. Date 



V ^ -V 



| &ddR< 



Edit Role Delete Role Role Profile 



| &<M | | Prop | | G'ear | [d 



3 



FIG. 11 
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|S3 Security Auditing - Security Auditing by Correspondent 



[ 4MV - American Century Brokerage Inc [ ^ | 



User List by Correspondent | 

Optionally you can provide one or more of the following letters to help narrow the list. 
I 



Bofc| 



Userld: 
First Name: 
Last Name: 
Userld Type: 
Department: 



© Display All 

O Active user only 

O Suspended users 



IB 



|- Effective/Expiration Dates- 
© Display All 



Build List ~| 



FIG. 12A 
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fel Security Auditing - Users by Correspondent 



BE] mi 



Correspondent: 4MV - American Century Brokerage Inc 







First Name 


Middle 
Initial 


Last Name 


Effective 


Expiration 




Usend 
Type 


Department 




P4MVBLAY 


Bob 






6/24/99 


12/31/9999 


Active 


User 


PERD4MV 


2 


P4MVBOEF 


Bob 




Oeflnger 


10/20/99 


12/31/9999 




User 


PERD4MV 


3 


P4MVBOE2 


Bob 








12/31/9999 




User 


PERD4MV 



Print | 



FIG. 12B 
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